
Cybersecurity



Why Listen To Me?



Street Price Stolen Internet Items
Item Percentage Price

Bank Account Number 23% $10 -$1,000

Credit Card Number 13% $0.40 - $2.00

Full Identity 9% $1 - $15

Online Auction Account 7% $1 - $8

Email Addresses 5% $0.83/MB - $10/MB

Email Passwords 5% $4 - $30







Cyber Threats to Transportation

“Transit Seeing More Cyber Threats”
          - August 2023 news article

180% increase in ransomware attacks

Increase entry points for attacks

 - onboard Wi-Fi

 - autonomous vehicles

 - contactless tickets

 - vehicle location technology

  



Cyber Threats to Transportation

“Advances in technology increases cyber concerns”
      - Mineta Transportation Institute

 IT not enough 

  - CISO

  - Written policies

  - Enterprise risk management strategy



Cyber Threats to Transportation

Vendors

 - Transportation must understand risks

  - current/future vulnerabilities

  - hardware/software

  - criminals taking control 

 - Vendor policies must align w/ cyber needs

  - Procurement should articulate



Cyber Terrorism



First time computer  

connected to Internet, 

  how long before it is 

compromised?

How Vulnerable Is Your Computer?

5 MINUTES



Cost of Data Breach

Last year worst on record
 15.1 billion records compromised

 1,580 reported breaches    ID Theft Resource Center

U.S. Average - $8 million

 $242 per record     Ponemon

Capital One Breach
 100 Million Records



52% Businesses Defenseless 

Against Cyber Attacks

net-security.org



55% of IT and security professionals 
zero or low visibility

   Employee behavior

   Application access

   Software downloads



Cyber Attacks
Identity Theft

Phishing

Ransomware

IOT

AI

Email Compromise

Mobile

Travel



Identity Theft
Identity Theft Annual Loss $52 Billion

By Cyber Security Market 

According to the Federal Trade Commission (FTC) estimates in 1 year, as many as 10 million people discover that they are victims 
of some form of identity theft, translating into reported losses exceeding $52 billion.
A recent report of Market Research Media U.S. Federal Cybersecurity Market Forecast 2010-2015 predicts that the Federal 
government will spend $55 billion over the next five years to fight cyber crime. 
The loss of personally identifiable information, such as an individual’s Social Security number, name, and date of birth can result 
in serious harm, including identity theft. Identity theft is a serious crime that impacts millions of individuals each year. Identity 
theft occurs when such information is used without authorization to commit fraud or other crimes. While progress has been 
made protecting personally identifiable information in the public and private sectors, challenges remain. 

1 in 4 victims

http://www.cybersecuritymarket.com/2009/07/14/identity-theft-annual-losses-in-excess-of-50-billion/
http://www.marketresearchmedia.com/2009/05/25/us-federal-cybersecurity-market-forecast-2010-2015/


Synthetic ID



Phishing

20,000 Recipients

1,800 Victims



Ransomware

$20 Billion in damages

Crypto

Locker

Spearware

Leakware



Internet of Things

75 billion connected devices 



Artificial Intelligence

3 Types

 Narrow - chess 

 General – human mind

 Super Intelligence – smarter than human brain



AI



AI



AI



AI



AI
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Business Email Compromise

FBI report for last year:

  22,000 U.S. businesses victim 

             $2.4 billion

             270% increase from prior year

  Example:  Spoofed Email

• John@FBIJohn.com

• John@FBlJohn.com

mailto:John@FBIJohn.com
mailto:Jon@FBlJohn.com


Mobile Devices

The Risks

Contact list

Infect desktop w/ malware

Smishing

Vishing 

Juice Jacking







Travel Security

DURING

• Use RFID credit card holder

• Don’t leave devices unattended

• Use privacy screen

• Avoid public Wi-Fi

• Hotel safe

AFTER

• Update devices

• Change passwords

• Backup data

• Remove apps

• Check credit card statements



FBI Investigation

Cyberattack of Mass Transit



Attack

“RIPTA paid Hackers $170,000” 
      - news report

      

 Rhode Island Public Transit breached

  



Attack

 Breached by Russian hacker

 Ransomware attack

 Payment to restore operations

 Victims not immediately aware



End Result

 22,000 employees PII stolen

 Passenger info compromised

 Cost of repair, restitution, credit monitoring

 Impact to employee and consumer confidence



Reality of Breaches

 25 % Cyber

 75 % Insider Threat

 1 in 8 employees pose high level of risk
Average cost $1.4 million per organization

 Answer:  Policies and Education



No Policies Can = Lawsuits

Spyware on customer computers

Eli Lilly
Disclosed e-mail addresses in Prozac reminder

TJ Max, Home Depot, Target
Hack of customer bank info

Sears/Kmart “Loyalty Club”



Cyber Safety

• Strong Passwords – Password Keeper

• 2 Factor Authentication

• Backup

• Cyber Insurance 

• Fully Managed Recovery

• Outside Monitoring



Amazon



It is no longer a matter 

of if, but when…

And how you will respond !

Business Reality




